A comparison of IPv4 and IPv6, highlighting their functional differences:

Feature IPv4 Ipv6
Address Size gftt?sl; address (4 128-bit address (16 bytes)
Dotted decimal (e.qg., . : "
Address Format 192.168.1.1) Hexadecimal (e.g., 2001:0db8::1)
Number of - - . .
Addresses 4.3 billion 340 undecillion (virtually unlimited)
Header Size 20 to 60 bytes Fixed at 40 bytes
Complex, includes
Header Complexity | options and Simplified, no checksum or options
checksum
Fragmentation EJ?JTSrEy sender and Only done by sender (routers don't fragment)
Address . Stateless auto-configuration via SLAAC or
Configuration Manual or via DHCP DHCPv6
Yes (limited i
Broadcast Support broadcast) No (replaced by multicast and anycast)
i Optional (IPSec .
Security optional) Mandatory (IPSec support is mandatory)
NAT (Network .
Address Widely used due to Not needed due to a large address space

Translation) address exhaustion

Less efficient due to

Routing Efficienc smaller address More efficient, simplified header, larger
g y space and header address space
complexity
Packet Size tl;/lyigslmum of 65,535 Can be much larger, up to 4 billion bytes
Mobility and - I -
Multihoming Limited Optimized, better mobility features
Compatibility with | Limited sca_lablllty Designed to accommodate loT growth
loT for 10T devices
DNS Record Type A (Address) AAAA (Quad-A) for addressing
Checksum Yes, present in No checksum in header (handled by upper
header layers)

Key Functional Differences:

Addressing: IPv6 has a much larger address space, accommodating future growth,
including loT devices.Header Simplification: IPv6 headers are simplified to improve routing
efficiency and processing speed. NAT: IPv6 does away with the need for NAT, simplifying
network configuration. Security: IPSec is mandatory in IPv6, whereas it is optional in IPv4.



