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1. Course Rationale 

 
Course Description/Rationale: 

Information security — or InfoSec — is the protection of information by people and organizations in order to keep 

information safe for themselves, their company, and their clients. Every organization needs protection against cyber-attacks 

and security threats. Cybercrime and malware are constant threats to anyone with an Internet presence, and data breaches are 

time-consuming and expensive. The goal of IT security course is to give an overview on how to protect these assets, devices 

and services from being disrupted, stolen or exploited by unauthorized users, otherwise known as threat actors. 

1.1. Course Objective: 

 
-To learn basics of information security, in both management aspect and technical aspect. 

-To learn various types of security threats and attacks 

-To learn basics of Security risks and Management process 

-To learn ways to manage, detect and response to incidents and attacks. 
-To learn the benefits of AI and ML in the field of Information Security 

-To learn basics of application of cryptography which are one of the key technology to implement security 

functions. 

-To learn the Legal and Ethical issues in information security 



 

 

 

 

 

 
 

1.2. Course Outcomes (CO’s) 

 
CL01 Interpret the components, tools and techniques of Information Security systems 

CL02 Analyze various Information security threats, risks and propose controls for it. 

CL03 Explain the Ethical issues and Laws in the field of Information Security 

 

 

1.4. CO-PO Mapping 
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1.5. CO Assessment Scheme 

 

ssessment   CO’s   Mark 

Task 
     

(Total=100) 
CO1 CO2 CO3 CO4 CO5 

  

       

Attendance -- -- -- -- -- 7 
       

Class Test -- -- -- -- -- 15 

(CT1, CT2,       
CT3)       

       

Assignment -- -- -- -- -- 5 
       

Presentation -- -- -- -- -- 8 
       

Midterm      25 

Examination       
       

Semester Final      40 

Examination       
       

Total Mark      100 
       

2. Strategies and approaches to learning 
 



2.1. Teaching and Learning Activities (TLA) 

 
 

 

TLA1
 

. 

 

Lectures twice a week using multimedia of different topics. 

TLA2 Active discussion in class regarding Information Security components, tools 

and techniques 

 

TLA3 Group discussion and presentation regarding diverse problems and 

corresponding lectures. 

 

TLA4 Evaluation of class performances to reach each student in a class for every 

topic. 

 

 

 

 

3. Course Schedule and Structure 

 

3.1. Textbook 
 

Textbook/Recommended Readings' 

1. Principles of Information Security 
                                -Michael E. Whitman, Herbert J. Mattord, Fourth Edition 

2. Ethical Hacking and Countermeasures, Version11 

                                -EC Council 

 

3.2. Reference Book 

 
1. Introduction to Cyber Security 

                  -William Stallings, 4th Edition 

2.    Information & Communication Technology (ICT) 

          Risk Management Framework 
          



3.3. Course Plan/Lesson Plan 

 

W

ee

k 

Lesso

n. 
Topic 

Teachi

ng and 

Learni

ng 

Activit

ies 

(TLAi) 

Textbook & Video 

Reference 

Relat

ed 

CO’s 

1 

Les. 1 

Information Security and It's 
Elements: Introduction of 
information security 

Principles of Security (CIA Triad) 

Five major Elements 

(Confidentiality, Integrity, 

Availability, Authenticity and 

Non-Repudiation) 

TLA1 

Michael E. Whitman, 

Herbert J. Mattord, 

Fourth Edition 

,EC Council 

 

CO1 

Les. 2 

Information Security and It's 
Elements: What is ‘Attack’ in 
information 

security 
Classification of Attack 
(Active, Passive, Close-in 
Attack, Insider Attack and 
Distribution Attacks) 

Information Warfare 

TLA1, 

TLA3 

Michael E. Whitman, 

Herbert J. Mattord, 

Fourth Edition 

,EC Council 
 

CO1 

2 

Les. 3 

Ethical Hacking and Concept : 
What and who is Hacker 

Hacker Classes (White, Black 

Gray) 

Cyber Attack 
Difference between Cyber 
security and Information 
Security 
 

TLA1, 

TLA2, 

TLA3 

EC Council 

CO1 

Les. 4 

Ethical Hacking and Concept : 

Cyber Attack 
Difference between Cyber 
security and Information 
Security 
 

TLA1, 

TLA4 
EC Council CO1 

  (Class Test – 1, Assignment – 1)  

3 Les. 5 

Security Risk Management: 
Risk frequency based on Risk 

Scenarios on assets if vulnerability 

Risk Analysis 

Impact Scale 

TLA1, 

TLA2 

 

Information & 

Communication 

Technology (ICT) 
CO1 



Risk Rating Table 

Risk Determination 

Risk Rating Matrix and calculation 

Risk Management 

Framework, 

EC Council 

Les. 6 

Security Risk Management: 
Classification of Risk Triggers 

Business Impact Analysis (BIA) 

Estimated Downtime 

TLA1, 

TLA4 

Information & 

Communication 

Technology (ICT), 

EC Council 

CO1 

4 

Les. 7 

Security Risk Management: 
Information Assurance 

What is Risk, Purpose, Risk Level 

Identification of Assets 

TLA1, 

TLA2, 

TLA3 

Information & 

Communication 

Technology (ICT Risk 

Management 

Framework, 

EC Council 

CO2 

Les. 8 

Security Risk Management: 
Identification of Risk-Scenarios 
Relationship between 
Vulnerabilities and Risk 
Scenarios based on Assets 

TLA1, 

TLA4 

Information & 

Communication 

Technology (ICT Risk 

Management 

Framework, 

EC Council 

CO2 

5 

 (Class Test – 2)  

Les. 9 

Incident Management and AI and 

ML in Information Security: 
What is Incident 

Incident Handling and Response 

Steps of IH&R Process 
 

TLA1, 

TLA3 

Michael E. Whitman, 

Herbert J. Mattord, 

Fourth Edition 

EC Council 

CO1 

Les. 

10 

Incident Management and AI and 

ML in Information Security : 

Different between AL and ML 

Use of AI and ML in Information 

Security 

TLA1, 

TLA2 

Michael E. Whitman, 

Herbert J. Mattord, 

Fourth Edition 

EC Council 

CO1 

6 

Les. 

11 

Malware:  
What is Malware 
Types of Malwares 
Ways for Malware to Enter 
APT 
APT Characteristics 
APT Lifecycle 
 

TLA1, 

TLA2 

Michael E. Whitman, 

Herbert J. Mattord, 

Fourth Edition 

EC Council 

CO1 

Les. 

12 

System Hacking and Security: 
What is Foot printing 
Foot printing Concept (Page: 
95) 

Foot printing Types 
What is Network Scanning 
Network Scanning Concept 

TLA1, 

TLA2 

Michael E. Whitman, 

Herbert J. Mattord, 

Fourth Edition 

EC Council 

CO1 



(Page: 238) 

System Hacking and Security: 

Reconnaissance 

What is computer Port? 

Port Scanning Concept (Page: 

277) 

7 

Les. 

13 

System Hacking and Security : 

Gaining Access 

Maintaining Access 

Clearing Tracks 

TLA1, 

TLA2 

Michael E. Whitman, 

Herbert J. Mattord, 

Fourth Edition 

EC Council 

CO1 

Les. 

13 

Web Application Hacking and 
Security:  
Web Application Concepts 

Web Application Threats OWASP 

Top 10 Web Application 

Vulnerability 

TLA2, 

TLA3 

Michael E. Whitman, 

Herbert J. Mattord, 

Fourth Edition 

 

EC Council 

CO1 

8 

Les. 

14 

Web Application Hacking and 

Security: How Websites work 

TLA1, 

TLA2, 

TLA3 

EC Council, 

Wikipedia 

CO1 

Les. 

15 

Web Application Hacking and 

Security: Secure SDLC 

 

TLA2, 

TLA4 

EC Council, 

Wikipedia 

CO1 

9 

Les. 

16 
Introduction to Encryption 

TLA2, 

TLA3 
EC Council CO2 

Les. 

17 

Introduction to Encryption: 
Cryptography Concepts 

Types of Cryptography 
 

TLA1, 

TLA2 

EC Council CO2 

10 

Les. 

18 

Introduction to Encryption 

:Encryption Algorithm, DES, AES 

TLA1, 

TLA3 
EC Council CO2 

Les. 

19 

Introduction to Encryption :Data 

Coloring 

TLA1, 

TLA3 
EC Council CO2 

11 

 (Class Test-3, Assignment – 2)  

Les. 

20 

Cyber Law: Concept, Security 

Laws of Different Countries 

TLA1, 

TLA3 

Michael E. Whitman, 

Herbert J. Mattord, 

Fourth Edition 

,EC Council 

CO3 

Les. 

21  

Cyber Law: Cyber Law in 

Bangladesh 

TLA2, 

TLA3 

Michael E. Whitman, 

Herbert J. Mattord, 

Fourth Edition 

,EC Council 

CO3 

12 
Les. 

22 

Cyber Law in Bangladesh: Digital 

Security Act 
TLA1, 

TLA3 

Michael E. Whitman, 

Herbert J. Mattord, 

Fourth Edition 

,EC Council 

CO3 



 

4. Assessment Methods 
 

 

4.1. Grading System 

   

 

 

 

 

Les. 

23 

Personal Device Security: 
How Antivirus Works 
Features of Antivirus Software 
How traditional antivirus 
Works? 
How 3rd gen Antivirus works 
What is Firewall 
How Does a Firewall Work 
Types of Firewalls 
Difference between Firewall 
and Antivirus 

TLA1, 

TLA2, 

TLA3 

EC Council CO1 

13 

Les. 

24 

Personal Device Security: 
IDS, IPS, Honey pot, VPN, Proxy 
Cloud & Mobile Security(MCC) 

TLA1, 

TLA3 

EC Council CO2 

Les. 

25 
(Class Test-4, Assignment – 3) 

TLA1, 

TLA2, 

TLA3 

EC Council  

14 
Les. 

26 

Basic OS Auditing 
Hands-on: 

Static Analysis 
 

TLA1, 

TLA2, 

TLA3 

EC Council CO2 

15 Presentation TLA3 N/A N/A 

16 Course Topic Revision 

TLA1, 

TLA2, 

TLA3 

Michael E. Whitman, 

Herbert J. Mattord, 

Fourth Edition, 

,EC Council 

CO1, 

CO2, 

CO3 



Additional Support for Students 
 

 Student Portal: 

http://studentportal.diu.edu.bd/ 

 

 Academic Guidelines 

https://daffodilvarsity.edu.bd/article/academic-guidelines 

 
 Rules and Regulations of DIU 

https://daffodilvarsity.edu.bd/article/rules-and-regulation 

 

 Career Development Center: 

https://cdc.daffodilvarsity.edu.bd/ 

 

 For general queries: 

http://daffodilvarsity.edu.bd/ 

6. Appendix-I 

 

Consider (a) - (l) as PO1 - PO12 respectively 
 
https://drive.google.com/file/d/16Bhc2bdaYo3v__FvGrfUD4tjuT0kfT6c/view?usp=sharing 

http://studentportal.diu.edu.bd/
https://daffodilvarsity.edu.bd/article/academic-guidelines
https://daffodilvarsity.edu.bd/article/rules-and-regulation
https://cdc.daffodilvarsity.edu.bd/
http://daffodilvarsity.edu.bd/
https://drive.google.com/file/d/16Bhc2bdaYo3v__FvGrfUD4tjuT0kfT6c/view?usp=sharing

