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Answer all the following questions:
1. Consider the following three scenarios. Explain which part of the CIA triad has been broken? (2+2+2)
a) Alice is buying books from an online retail site, and she finds that she is able to change the price of a book from £19.99 to £1.99. 
b) A spy keeping track of communications between two PM of Bangladesh and China.
c) Raha is trying to browsing the student portal to see his result but he is unable to turn in her application on time.

2. Suppose Session hijacking has occurred on your university’s web server. By knowing your session ID, the hacker can access your student account and disrupt the communication. (2+2)
a) Explain which type of attack occurs? 
b) Which type of hacker performed this activity?

3. Does non-repudiation provide integrity? Explain your answer. (3)

4. List out some of the common weapons used in information warfare. (2)
