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The space of Internet-of-things has exploded, with billions of interconnected devices rang-
ing from mainframes to refrigerators and thermostats. These devices offer the promise of
greater automation and control, and the ability for micro-level transactions that did not
exist before. The advent of blockchain offers an intriguing path to managing distributed
transactions in this new ecosystem.

The use of blockchain in IoT applications is relatively new, especially at the lower end
of the computing spectrum. Consequently, the roadmap for the future is unclear, and there
are several challenges and questions that need to be addressed, such as trust, security,
and efficiency. In this paper, we survey some of the promising applications that are being
implemented including supply chains, smarter energy, and healthcare. We outline strate-
gies for overcoming many of the challenges, which should lead to successful adoptions

of blockchain for IoT. Finally, we sound a cautionary note on the potential cybersecurity
implications in using IoT devices, including increased attack surfaces and device vulnera-
bilities.

© 2019 Elsevier B.V. All rights reserved.

1. Introduction and motivation

Both the internet-of-things (IoT) [1] and blockchain [2] are important building blocks in the future of an interconnected
and increasingly automated world. They are enjoying rapid growth on their own. The intersection of these two areas creates
interesting use cases and concomitant problems. A compelling reason propelling the synergy between these two areas is
that there is a lack of secure methods to automate trust and exchange of real time data between IoT devices, and blockchain
provides a viable solution [3].

An important challenge in the area of blockchain is that it is a relatively new technology, and has not seen widespread
adoption across different industries. Consequently, there is a lack of academic papers that illuminate the issues surrounding
blockchain adoption. The scope of this paper is aimed at providing an overview of emerging application areas that involve
interactions between IoT devices and blockchain technology. We present and comment on three focus areas, consisting of
healthcare, supply chain management, and the energy grid. There are many open questions in the area of healthcare such
as protecting the privacy of medical records while allowing patients the freedom to share them with trusted parties. In
the case of supply chain management, the availability of IoT sensors can be used to establish provenance and enable the
execution of smart contracts. In the context of energy grids, early experiments are underway to use blockchain for smart
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Fig. 1. This figure describes the organization of the material in the current paper.

metering and conducting distributed energy transactions. We chose these three important areas because they are witnessing
increasing research, investment, and growth.

Blockchain uses distributed, append-only public ledgers to enable anonymous transactions that can be trusted [4]. An
important problem that blockchain addresses is that of intermediation, in which buyers are matched to sellers through a
trusted third party, typically a bank or broker in financial transactions. The bulk of current transactions involve a centralized
model [5]. Blockchains offer a mechanism to assume the role of this intermediary [6], and moves us away from a centralized
to a de-centralized model. Every party can verify the transactions of other parties through the blockchain. The vast scale
of the Internet-of-things encompasses billions of devices, which may want to conduct transactions between each other. A
major challenge in this scenario is the coordination of billions of devices. A centralized model is not applicable here, and
blockchain offers a decentralized solution [7].

Blockchains also offer several desirable functions including transactional validity, transactional persistence and transac-
tional privacy [7]. They address the issue of data sovereignty, where individuals are given control over their personal data,
and are able to share it with only the parties they trust [8]. We will examine these desirable features of blockchain in
conjunction with the three focus application areas we chose to address in this paper.

Keeping these developments in mind, we present the structure of our paper in Fig. 1. Since there are many excellent
review articles, books, and magazines devoted to explaining the basics of blockchain, we only provide a brief overview in
order to keep the terminology in this paper self-contained. The reader is referred to the following sources for descriptions
of the blockchain [2,9,10], and earlier surveys of blockchain for IoT [10].

2. Background: basic concepts and terminology
2.1. Internet of Things

A widely accepted definition of the Internet of Things (IoT) is that it is “a world-wide network of interconnected objects
uniquely addressable, based on standard communication protocols” [11]. Since the introduction of this definition, there has
been an explosion of IoT devices, research and applications in this area [12]. IoT devices are not merely connected, but
perform a wide range of sophisticated computations, including sensing [13-15], automatic control [15,16], and the support
of smart cities [15,17-19].

One of the enablers of the IoT space is the availability and growth of cloud computing platforms, which are able to
store and process the vast amounts of data generated by IoT devices [20]. This is because IoT devices and the cloud are
complementary in nature. Whereas IoT devices have limited storage, computation and communication capabilities, the cloud
exceeds these factors by several orders of magnitude. For instance, whereas an Amazon Blink security camera has very little
storage (1 MB), the cloud can hold at least 2.5 exabytes of data generated daily [21]. The resulting interplay between the
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Fig. 2. A simple depiction of a blockchain. For instance, we can consider each block to represent a medical record. This medical record could combine data
related to patient vitals with biometrics collected by IoT devices.

cloud and IoT devices has given rise to a new area of computing, termed CloudIoT [20]. In a similar vein, we will examine
the confluence of blockchain and IoT in the current paper.

A growing area of research in the IoT space concerns the development of fog networks [22]. IoT devices are capable of
generating vast amounts of data, which are typically managed by cloud computing platforms. This places heavy demands
on the network communication channels and the relatively centralized cloud servers. As a way of ameliorating this prob-
lem, and making the computation and storage more decentralized, fog networks utilize more devices at the edge of the
network to offload computation from the cloud servers [22]. There are interesting implications associated with such edge of
the network computing, as illustrated by the Argonne National Laboratories project on the array-of-things [23-25], which
uses distributed sensor arrays to enable smart cities [24]. For instance, it is not necessary for the IoT device to transmit
all the data it collects to the cloud servers, and it suffices only to send data for unusual circumstances, such as a water
leak on a street. This necessitates that the IoT device does its own processing and filtering before transmitting data. This
ability is actually useful from a privacy point of view, as only aggregate data need to be transmitted, such as the number
of people walking through a traffic intersection, and not the images of the people themselves. The Argonne Laboratories
array-of-things [23-25] architecture deliberately avoids sending unnecessary and private information to the cloud. Since the
computing capabilities of IoT devices are also subject to Moore’s law, it is becoming very feasible for sophisticated compu-
tations including machine learning algorithms to be performed by these devices [26].

2.2. Blockchain

There are many definitions of a blockchain. A relatively simple one is provided here: “A public, permanent, append-only
distributed ledger” [27]. The original proposal for bitcoin and the advent of blockchain was a solution to the double-spending
problem in a peer-to-peer network which does not rely on trust [28]. It does so by establishing a consensus mechanism
where nodes vote with their CPU power via the computation of a proof of work in the form of an ever-increasingly more
difficult to compute SHA-256 hash for a given block which is based on the work that came before it (hence the term,
blockchain). A blockchain as such can be considered an append-only series of publicly owned documents whose immutabil-
ity is established by the hard-to-compute SHA-256 hash chain. In this system, as long as the collective CPU power of honest
nodes is greater than a given attacker’s, it will be impractical for an attacker to successfully alter the course of the dis-
tributed blockchain.

Because of certain unique and desirable properties of blockchain, namely decentralization, persistency, anonymity, and
auditability, the technology has been considered for a number other applications beyond finance [29]. Though in its infancy,
blockchain powered smart contracts are bonafide contractual agreements guaranteed to execute on a given condition [30].
This results in generic capabilities for blockchains and lays the foundations for driving all types of services through the
same decentralized, resilient network. Smart contracts however can only guarantee things as far as the blockchain can,
prompting us to consider how far we can extend the cyber-physical boundary of our society. Beyond cyber currency, it
might be possible to represent other societal constructs on the blockchain [31], bringing more power to the smart contracts.
One must be careful, however, in delineating the boundaries of trustlessness, as it extends only to what can be codified by
the blockchain.

Fig. 2 shows a simple schematic of a blockchain, where new entries are appended to an existing list. The use of crypto-
graphic hash functions combined with distributed consensus prevents potential tampering of these entries. This feature of
blockchains further protects the data in the event of a cyberattack.
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2.3. The intersection of IoT and blockchain

Blockchain has many potential applications in IoT, where a decentralized architecture resistant to misbehaving nodes is
desirable. However, significant processing and storage requirements for blockchain make its adoption somewhat challenging.
These heavy requirements are necessary for maximum security and resiliency, but architectures are beginning to emerge
which make tradeoffs to make this more viable in a setting which supports low powered devices [32]. With embedded
systems becoming more capable, it’s only a matter of time before viability is no longer a concern.

Blockchain’s security comes from the large numbers of diverse independent users. This is the case in IoT perhaps more-
so than in its original domain, finance, given the exploding number of devices; the question remains: what can be encoded
on the blockchain in the world of IoT? Besides using blockchain as a convenient fabric for which to safely store and pro-
cess information collected by IoT devices, a web of IoT sensors would help bridge the gap between the cyber world and
the physical one, enabling smart contracts driven by sensors. In fact, our focus application areas build off of this concept.
Misbehavior in the sense of manipulation of what is captured can be mitigated, but still leaves room for device tampering.
Cyber-physical systems must still be constructed carefully with thought to how readings can be scrutinized both from mal-
functioning, and devices which have been tampered with. Along those lines, RFID offers a reliable way to track provenance
for readings by at least providing a mechanism for asserting the origins of a reading [33].

It has been argued [34] that the blockchain provides a viable solution to managing the expanding scope and complexity
of the IoT device landscape. Consumers may need to trust the IoT device manufacturers before installing and using these
devices. A blockchain helps by providing a scalable, trustless peer-to-peer model that is transparent and distributes data
securely [34].

Smart contracts were proposed as an important use case for blockchains [7]. However, closer examination reveals that
they are neither contracts in a legally enforceable sense nor smart [35]. Orcutt observed that “before smart contracts do
anything really useful, they need a reliable way to connect with events in the real world, and that has proved impossible so
far.” A proposed solution is to have an “oracle” deliver real world events in the form of a real-time feed, such as weather
information or flight information. This is where IoT devices play an important role, and could provide information to validate
contractual clauses. For instance, if a container used for shipping a food product is expected to be maintained at a specified
temperature, an IoT sensor can verify that this condition is met. By inserting proof of this condition at periodic intervals in
a blockchain, the parties involved in the contract can verify that the contractual clause was met. This assumes that the IoT
sensor itself is trusted by the parties in the contract, which is a separate issue. This issue is similar to the current debate
about Huawei 5G equipment having a backdoor, which has not been decisively proven or refuted at the time this article
was written [36].

Nevertheless, the use of 10T sensors offers a powerful method to make smart contracts viable and enable many blockchain
related applications. We will examine three specific application domains in this paper, which have been chosen based on
their expected economic impact, and the likelihood that they will be adopted widely in the near future. The application
areas are in supply chains, healthcare, and energy grids.

3. Drivers for integration of IoT and blockchain

There is a lot of momentum in larger deployment of IoT devices, which moves computing away from centralized servers
to the edge of the network. A consequence of this is that contracts and negotiations between IoT devices are arguably done
better by these devices themselves, rather than involving centralized servers as the “middle-men”. We examine the drivers
behind the growth of IoT and blockchain.

3.1. The exponential growth of IoT devices

Fig. 3 shows that the number of IoT devices is nearly doubling every two years, and is expected to reach 20 billion
devices by the year 2020.

Though many new applications are being enabled through these devices, such as blockchain applications, it is a challenge
to manage these devices at scale. The recent problems at the General Electric company [37] partly stem from a misunder-
standing of the IoT business, and illustrate the issues with Industrial IoT devices such as sensors that measure jet engine
performance. There is an enormous amount of data that is generated, and it is not feasible to have all this data sent to a
cloud storage center, processed, and then sent back to the point of operation [38]. Furthermore, setting up storage services
in-house is a challenging problem, and companies like GE may realize that it is not worthwhile to invest in building such a
capability if it is available through existing cloud storage vendors [38].

The majority of IoT devices are low cost, and this puts pressure on manufacturers to include the necessary protection
mechanisms to prevent cyberattacks, such as issuing regular patches and software updates [39].

3.2. The emergence of 5G networks

It is expected that 5G networks will become prevalent in 2019. These wireless communication networks will provide
very high data rates (in the order of Gbps), low latency, and significant improvements in the quality of service. This makes
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Fig. 3. The growth curve for IoT devices. The expected number of IoT devices in 2020 is roughly 20 billion.
Source: https://www.statista.com/statistics/370350/internet-of-things-installed-base-by-category/ (accessible by creating a free account on statistica.com).

it attractive to attach IoT devices to these networks for novel applications [40,41]. Technical specifications of 5G networks
may be found in survey articles [42]. 5G networks should provide peak data rates of 1Gbps for mobile users and 10 Gbps
for stationary users [43,44]. The availability of such network speeds will enable aspects of blockchain such as distributed
consensus to run more efficiently.

3.3. Cloud computing and web services

The rapid growth of cloud computing and web services has greatly reduced the need for computer processing to be
done on site. Though storage and processing of generic data has been available for several years, it is only recently that
specialized offerings for blockchains have come to market. For instance Amazon Web Services offers blockchain as a fully
managed service [45], and this opens up a new direction for combining IoT devices with blockchain services [46].

4. Emerging applications

In this section, we adress three important emerging applications, consisting of healthcare, supply chains and smart en-
ergy grids.

4.1. Focus application #1: healthcare

In the domain of healthcare, we consider a few use cases where the application of IoT and blockchain technologies can
be expected to have a positive short-term impact.

4.1.1. Using RFID and barcodes to tag medical devices

The FDA mandates unique device identification (UDI) for medical devices. We can create smart codes by having RFID
sensors embedded in the barcode labels. RFID sensors can be used by hospitals to track medical assets easily. The medical
device industry is exploring solutions that use a global RFID network for asset identification. A schematic that uses RFID
and barcodes with an IoT device such as the Raspberry Pi is shown in Fig. 4. This set of devices can serve as the foundation
for a blockchain solution for trusted and immutable asset tracking.

There are several open questions in the information technology space for healthcare, including the acquisition and use
of biometric data for patient identification [47], the maintenance of patient privacy within an organization, and sharing of
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Raspberry Pi. This allows patient data to be directly stored on a computer without human intervention.

patient records securely across multiple organizations [48]. The protection of patient data across multiple IT systems creates
several security challenges. Consequently, the intersection of cybersecurity, patient data and medical devices is witnessing
significant growth [49,50]. Blockchain is being proposed as a technology for sharing patient data while maintaining privacy
[51].

4.1.2. Using patient biometrics for identification

Currently, most hospitals identify patients by their name and birthdate. This is causing increasing problems as multiple
patients may have the same name and birthdate. The Wall Street Journal recently reported [47] that in a Texas healthcare
system, “there are now 2833 Maria Garcias, with 528 of them having the same date of birth.” Since there is no nationally
standardized approach to this problem in the USA, some hospitals are turning to biometrics for a potential solution. It is
very feasible to attach a simple fingerprint reader to a Raspberry-PI. The scanned fingerprint can be converted to a private
key to access medical records as shown in Fig. 5.

4.1.3. Using sensors to measure patient vitals

Furthermore, patient vitals are still usually measured by stand-alone devices without connecting them to any computer
network. For instance, height, weight, blood pressure, blood glucose level, and oximeter readings are typically entered by a
human into a computer.

These entries are subject to human errors, which are still occurring [47]. Using relatively inexpensive IoT devices, it is
quite feasible to automatically enter this information into a patient medical record, as shown in Fig. 6. The patient vitals
can be part of the blockchain that constitutes the patient electronic health record [52]. This can also be combined with
the patient biometric information for an end-to-end encryption [52], which provides a line of defense against cyberattacks
targeting electronic health records.

Please cite this article as: A.R. Rao and D. Clarke, Perspectives on emerging directions in using IoT devices in blockchain
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4.2. Focus application #2: supply chain

The shipping industry has been slow to adopt digital technologies, including web-based processing of information [53].
There are several barriers, including the need to obtain multiple regulatory clearances as goods move across borders [54].
Many of these clearances are paper-based, and their cost amounts to about 15-50% of the total shipping costs [54]. There
are definite advantages to be gained by optimizing the global supply chain, including better inventory management, better
accuracy in calculating cargo lead times, and faster fulfillment of orders. The advantages offered by blockchain technologies
have provided significant momentum to the digital transformation of the shipping industry. Many contracts are still handled
by human operators, leading to errors. Contracts can be managed in a smarter way, with automatic verification of infor-
mation being entered into forms when containers move through multiple customs clearing areas [55]. Blockchain provides
the foundation for trusted shipment documentation management, leading to a single version of truth and an immutable
trail that can be promptly audited. It is also important to obtain data about the status of shipments and the condition of
objects being shipped during transit. The use of IoT devices such as temperature sensors within the shipping containers and
cameras can provide an audit trail that proves the contents were handled properly. The IoT devices automatically produce
their data at regular intervals, and can be added to the required blockchains.

Ndraha et al. [56] review a specific challenge in the supply chain industry related to the maintenance of proper tem-
peratures in the food supply chain. Even small temperature variations of a few degrees centigrade, where the container
temperature is either higher or lower than the recommended temperature can result in spoilage of the transported food, or
greatly reduce its expected shelf life. Both types of variations have been observed by Nunes et al. [57], where cold-sensitive
fruits were transported too cold, and heat-sensitive produce were transported too warm. This results in a wastage of at least
50% of the products [56]. In many cases, the basic problem is that the food supply chain operators are unaware of these
temperature fluctuations and unable to react appropriately [58]. Lunden et al. [58] also estimated the duration over which
the temperatures were out of range, and found that for nearly 50% of the cases, the temperature was more than 3 °C for
at least 30 min. Suggested solutions in the literature include temperature management control by using IoT sensors, RFID
tags, and wireless sensor networks [59]. The use of blockchains offers a tamper-resistant way of capturing deviations from
a desired time-temperature profile. Such deviations can be added to the blockchain as they occur, which avoids the need
to continuously store sensor data. This is an example of the use of intelligence at the edge-of-the-network, which can be
implemented with a few simple rules. The receiver of the container is notified of any such deviations, and the transporter is
not able to conceal this information or tamper with it. With further sophistication, including utilizing training data to infer
such rules, this scenario provides a path to connect artificial intelligence with blockchain technologies, as analyzed by Dinh
and Thai [60].

Even with these sensor measurements, it may be possible to thwart the monitoring system by altering the associations
between the container, what it contains, and the measurements being recorded. For instance, the temperature sensor may
be tracking temperature deviations in an empty container. Hence, we need a mechanism to verify that all the measurements
are obtained from the true object we wish to monitor. This mechanism is discussed in the next paragraph concerning the
establishment of provenance and avoidance of counterfeits.

Establishing provenance and a rightful chain of ownership is important for costly goods such as diamonds or critical
items such as medicines. Traditionally, the ownership and authenticity have been established through paper certificates,
which can be misplaced or tampered with. Blockchain based solutions are now available for diamonds [61]. A crucial aspect
of establishing provenance is to bind the physical item to its metadata, including authenticity and certificates of origin. In
the case of diamonds, this is achieved by creating a set of physical features (forty in the solution reported in [61]) of an
individual diamond and adding it to the blockchain. An ideal solution would be one where the object is physically inscribed
with an immutable identification, which is then merged with its metadata. However, this is not possible for a wide range of
objects, including diamonds. The next best solution appears to be one where physical features of the objects are measured
and computed. IoT devices are well suited to perform these measurements and compute the required features. For instance,
IoT devices such as cameras and barcode scanners can verify packaging information and the integrity of package seals during
the shipment and movement of medical drugs [62]. The envisioned workflow is shown in Fig. 7. This could be an enabling
technology [63] to achieve the goals of the recently introduced European Union Falsified Medicines directive, which is aimed
at curbing the rise of falsified medicines entering the supply chain [64].

A recent emerging application area is the use of blockchain technology to manage food supply chains. This helps identify
sources of potential contamination so that corrective action can be applied quickly, especially in the case of food borne

Please cite this article as: A.R. Rao and D. Clarke, Perspectives on emerging directions in using IoT devices in blockchain
applications, Internet of Things, https://doi.org/10.1016/j.i0t.2019.100079



https://doi.org/10.1016/j.iot.2019.100079

JID: 10T [m3Gsc;July 25, 2019;20:13]

8 A.R. Rao and D. Clarke/Internet of Things xxx (Xxxx) Xxx

illnesses such as e-coli outbreaks [65]. Recent efforts include the research in [33,66] and the pilot study being conducted by
Walmart [67].

4.3. Focus application #3: smart energy grids

There is considerable interest in green and renewable energy sources today, including bio-fuels, hydroelectric, solar, and
wind energy [68]. Due to encouragement from government policies, including tax rebates, solar panel installation has seen
significant growth in states such as California in the USA. This has resulted in individual homeowners contributing electricity
generated from solar panels into the larger electric grid [69]. However, in many cases, they may not receive the monetary
compensation they expect, either in terms of the price per kilowatt-hour, or may be burdened by regulatory issues [70].
This has created the impetus for a peer-to-peer electricity trading arrangement, which is based on free market principles.
An example is the Brooklyn microgrid (www.brooklyn.energy), which is a community-powered microgrid. Though this is
in very early stages, key components include the use of IoT devices for metering, and the use of blockchain for conduct-
ing transactions. The blockchain aspect of this project involves the management of contracts, and dynamically determining
pricing according to the contracts. The creation of such microgrids can be especially useful for developing countries, where
many locations do not have well established centralized power grids [71]. Such peer-to-peer energy producing and trading
systems are growing in the world, with installations in the USA, Germany, and Australia [71].

From an IoT device point of view, an enabling technology is the smart electric meter [72]. There are many types of smart
meters available, as reviewed in [73], and include minimum functionality smart meters, smart meters with in-home display
and smart meters with a demand-control unit. Mengelkamp et al. [74] provide the architecture and technical specifications
behind the Brooklyn microgrid. A pilot installation and test have revealed that blockchain combined with smart metering is
able to connect all the market participants in the microgrid, and provide an operational platform. It is well-known that the
pricing of energy is subject to hourly fluctuations depending on demand and supply [75]. The availability of a local energy
market implies that participants have a choice of using the local grid when its price is lower than that of the external grid
[74]. Furthermore, they even have the option to support the local grid and local renewable energy suppliers by paying a
higher price. Hence, the availability of IoT-blockchain solutions can have significant socio-economic impact, and result in
profits that stay within local communities.

Major external grid companies such as Con Edison in the New York region are planning to move their services to a
distributed system model in the future [76]. One of planned components includes information sharing through an advanced
metering infrastructure. This planned activity is similar to the work on the microgrid, due to the distributed nature of the
transactions. Nevertheless, the energy sector seems to be challenging to penetrate due to stricter regulations. In comparison,
it is easier to implement and experiment with enterprise blockchain applications such as the supply chain. The technology
field is still in the early phase of testing out pilots in many promising application areas.

5. Common challenges

In this section, we review common challenges that apply to the three focus areas we selected earlier. These challanges
are explored in detail in the following subsections.

5.1. Cybersecurity considerations

Significant research has been conducted on end-to-end encryption in sensor networks [77]. An interesting recent de-
velopment in network communications is an increasing demand for end-to-end encryption driven by consumers, and their
implementation by corporations. For instance, WhatsApp began end-to-end encryption of user messages only in 2016 [78].
Furthermore, other options are also available, including organizations such as Let’s Encrypt (https://letsencrypt.org) which
serves as a free, automated, and open certificate authority. It is important for communications between devices to be secure
and protected. By using massive investments in physical infrastructure, many of the leading technology companies such as
Apple, Facebook and Google are able to provide such end-to-end encryption services. However it is still challenging for inde-
pendent software developers and startups to provide such capabilities in native applications. Nevertheless, negligence, when
it comes to security, is still widely pervasive, and is exacerbated by the increasing number of devices potentially affected by
new vulnerabilities.

The Verizon Data Breach Reports regularly disclose that negligence in applying security patches is a big contributing
factor in cyberattacks. For instance, Grimes observes that “The Verizon Data Breach Report 2016 revealed that out of all
detected exploits, most came from vulnerabilities dating to 2007. Vulnerabilities dating to 2003 still account for a large por-
tion of hacks of Microsoft software. We're not talking about being a little late with patching. We're talking about persistent
neglect.” The Verizon Data Breach Report from 2018 [79] confirms this observation, and shows that cybercriminals continue
to exploit known vulnerabilities. The Verizon Report [79] notes that “Some companies are failing to take the most basic
of security measures— like keeping anti-virus software up to date.” Though it is possible that a cloud service provider like
Amazon could be up-to-date in applying security patches to their servers, the sheer number of IoT devices makes patching
an enormous challenge. In a recent cyberattack, multiple machines including IoT devices were recruited in a coordinated
fashion to create bot-nets [80], which were then used in the Dyn Distributed Denial of Service (DDoS) attack.
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Fig. 8. A recent article [39] highlights the unintended spread of personal information through IoT devices. Many of these IoT devices are insecure the
moment they are installed. Since this poses security problems worldwide, it is imperative for each nation to secure its own cyberspace.
(Figure reproduced with permission from Pepper IoT).

Given the low cost of the IoT devices that are being deployed, it is important for cryptography toolkits used in encryption
and decryption to be democratized and made widely available. End-to-end encryption is by nature decentralized and does
not require any infrastructure. The primary used encryption schemes are publicly well known and studied (e.g. RSA). With
the judicious use of public and private keys, it is possible to attenuate the effect of potential cyberattacks. There are open-
source cryptography toolkits being made available, along with guidelines for their usage (e.g. by virgilsecurity.com).

Fig. 8 shows how easily personal information can inadvertently be spread through consumer smart-home embedded
devices. Consumers purchase embedded devices from retailers, and immediately connect them to the public internet. This
results in several anomalies and unexplained communications, as observed by a testing agency, Dark Cubed [39]. Thus,
simply operating these devices leads to a distribution of personal data. When we consider that the expected number of IoT
devices will be 20 billion by 2020 (Source: Gartner), this presents great concern to the security community. The 5G rollout
occurring in 2019 will only accelerate the adoption of IoT devices. So much so that the government of Japan has announced
their intent to hack into their citizens’ IoT devices to warn them of vulnerabilities before the 2020 Olympics in Tokyo [81].

People are already using multiple IoT devices including smartphones, fitness trackers, smart watches, and smart home
appliances. This increases the number of security exposures per person. Phishing attacks are ubiquitous and occur on a
daily basis, affecting all users of these devices. User privacy can be breached in totally unexpected ways, with a disturbing
example offered by a fitness tracker app used by US Army personnel that revealed the location of secret army bases [82].
This story illustrates how using IoT devices such as a cellphone can result in unexpected security issues.

It is relatively easy to fix such a problem once it has been discovered. However, the preferred route is to prevent these
incidents in the first place. One way to work towards prevention is to inculcate a “security mindset” in the users of these
technologies. Users need to understand the mechanisms and ploys used by attackers, so they can stay alert and watchful.
Educating the current generation of students at universities would be a great starting point, especially for students in STEM
and engineering fields who can grasp the technicalities behind cyber-attacks. Accordingly, we have developed instructional
material for detailed hands-on exercises for students in the area of cyber-security for embedded devices [83-86].

5.2. Computation and storage

Though the computational capabilities of IoT devices are increasing, it is still computationally intensive for such a device
to participate as a node capable of adding a transaction to a blockchain. Current estimates are that it takes several minutes
to add a block to bitcoin. Though permissioned blockchains can be used to speed up the addition of a new block, it is
still difficult to add blocks at the speed with which IoT data can be generated. Similarly, the storage requirements will
increase rapidly if additional metadata needs to be stored along with the IoT sensor data. Hence, viable solutions will require
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Movidius

Neural Compute Stick

-d

Fig. 9. The Movidius neural compute stick is a low-power and small form factor device that can implement deep neural network algorithms for signal
processing and image recognition. Here, a Movidius compute stick costing $75 it is shown attached to a USB port of a Raspberry Pi Model 3-B that costs
$35.

chunking of the data, or the identification of markers such as deviations from expected thresholds. In order to perform such
processing, more computational power is required for the IoT or edge-of-network devices.

Though the IoT device itself may not have the required computational power, add-on devices that provide specialized
processing capabilities are increasingly becoming available. For instance, the Intel Movidius neural compute stick, shown in
Fig. 9 implements deep neural networks in hardware, which can be used for tasks such as filtering and object detection [87].
An IoT temperature sensor can be configured to report only significant temperature deviations from an acceptable range.
Similarly, an IoT camera can report only the number of people it detects, rather than the images of the people themselves.
This can be integrated with the blockchain for video surveillance applications in smart cities [88].

There are increasing numbers of instances where IoT devices like the Raspberry Pi are being used for process control
applications in industrial manufacturing settings. For instance, Sony recently reported a 30% improvement in its processes by
using about 60 Raspberry Pis in a manufacturing plant [89]. The low cost of these devices encourages more experimentation,
as a potential failure does not involve excessive capital expenditures.

5.3. Granularity of transactions

By the granularity of a transaction, we refer to the resolution of the physical quantity that is metered and noted. For
instance, in the realm of smart meters, we would like to determine whether we pay for the usage of 1 W at a time,
especially if we are buying the power from suppliers that may constantly change. These are the types of details that need to
be captured in the contracts. This also has implications for how frequently the blockchain ledgers will need to be updated,
and whether it makes practical sense in a given domain. Also, given that such transactions need to be replicated across
multiple nodes in the network, this could quickly snowball into irrelevant data being propagated and stored. It may be
necessary to apply processing at the edge-of-the-network by using filters or rules. For instance, in the supply chain use case
we considered earlier, the temperature can be stored only at pre-determined intervals, or if there is a deviation beyond a
specified range.

Such edge-of-the-network intelligence is being utilized in the array-of-things project at the Argonne National Laboratory,
where cameras at traffic intersections only count the number of pedestrians without storing pictures of individual pedestri-
ans [90].

5.4. Trust

Trust is another issue related to granularity. At what level should the party delivering the service be trusted? And at
what level should the ability of the recipient of the service to pay for it be trusted? For instance, if the service provider
in an electric grid wants to be to be paid for every watt of energy as and when it is delivered, then that may impose an
unnecessary burden on the system. Interestingly, Amazon Web Services requires a credit card to be on file for customers
who use their services, so that they are guaranteed payment.

Another issue is that there is it is difficult to establish true validation of the transaction. For instance, a service provider
could transmit 10 W of power, and the receiver may record only 9 W. How does one resolve this collision? It is important
for the meters need to be calibrated. We need an independent way of evaluating the amount of electricity transmitted and
received. All the players in the ecosystem need to trust that. Furthermore, there could be the potential for fake devices, or
it may prove very difficult to verify that a device functions exactly as specified. For instance, the evaluation of Huawei 5G
equipment has proven to be very challenging, even for the security agencies of the leading powers in the world [36,91].
Hence there is room for significant innovation in the space of IoT sensors.
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Fig. 10. This figure shows the trends in google searches for the different topics including blockchain, and internet of things. The other topics such as cloud
computing, data science and machine learning are used to gauge the interest in other popular areas in the field of computing today. A 3-year window is
used for the comparison. (Data source: Google Trends, (https://www.google.com/trends).

These issues indicate that there may be room for rating agencies to provide information about trust. This is similar to the
use of ratings for sellers and buyers in online marketplaces such as eBay [92], or that of bond credit rating agencies such as
Moody’s [93]. In summary, the resolution of trust is outside the ecosystem of the blockchain. For instance the sending and
receiving of a certain amount of bitcoin is guaranteed, but not the service that it may represent.

5.5. Privacy

With IoT sensors such as cameras being used to monitor traffic and pedestrians in cities, it is important for the privacy
of citizens to be protected. Though law enforcement agencies may have such cameras, public service organizations such
as the Robert Woods Johnson Foundation are funding efforts to monitor traffic and pedestrian flow. This leads to a better
understanding of urban efficiencies, and an improvement in public health due to increased pedestrian safety and activity
[94]. The technology being used is designed to protect privacy by only storing extracted features from the images, such as
pedestrian counts at different times of the day. In the interest of making such data available to the public through an “open
data” principle [18,95-101], this data can be stored in a public blockchain. This not only makes the data accessible, but also
elevates the level of public trust, as the data is immutable.

5.6. Jumpstarting the ecosystem

There are very few peer reviewed research publications that present the status of current blockchain projects in the
industry. As a consequence, we have to rely on reports by consulting and marketing firms. A recent Forrester report claims
that 90 percent of blockchain pilots will fail [102]. Similar observations were made in a Computerworld article [103] about
the lack of successful blockchain projects, and also the lack of data about the status of these projects. The overwhelming
consensus seems to be to proceed with caution, as there are many more unknowns and kinks, both actual and potential.
Fig. 10 illustrates the steep relative decline in interest in blockchain, though this is only through the metric of Google
searches. Nevertheless, the current interest appears to be comparable with other emerging technologies such as machine
learning and data science, which are seeing widespread adoption and business penetration. In contrast, the technology of
cloud computing is quite mature, and it is accompanied by a relatively low number of searches for this topic. A more
detailed comparison would examine the trends in the publications of research papers in these areas, which may be a lagging
indicator of the more widespread searches in Fig. 10.

These trends, and the sense of caution developing around blockchain indicate that the ecosystem needs to be jump-
started with a few successful pilots, which would encourage further investment and research in this area. More fundamental
research needs to be conducted, including that along the lines discussed in this paper on different applications of blockchain,
and use cases with intersecting areas such as IoT and machine learning.
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5.7. Education and workforce training

In addition to the projected shortage of STEM (Science, Technology, Engineering, Mathematics) professionals in the USA
[104], there is an even more acute shortage of professionals in areas such as cybersecurity [105] and blockchain. The rapid
growth of these new technologies creates challenges from the academic and teaching viewpoint, as there is a widening
gap between what the students learn in traditional courses and the cutting edge of industrial technologies. Students in the
USA are already dropping from STEM majors at a high rate, and this widening gap is likely to exacerbate the problem. This
necessitates rapid changes to existing curricula, and the adoption of new pedagogical techniques.

Furthermore, there is a severe lack of instructional material that offers an integrated view of emerging technologies
such as the internet-of-things [12], cloud computing [106], security [107], cryptography [108], and blockchain [109]. Though
there are individual books in these areas [108,109], they may not be suitable at the undergraduate level. Publishers are
experiencing declining revenues [110] and may not be interested in creating textbook material in fast-changing fields.

An interesting development is the creation of new courses on MOOC (massively open online course) platforms such as
Coursera and EdX [111]. Just in 2018 the demand for course materials in areas such as blockchain and cryptocurrency was
so high that undergraduate students in University of California Berkeley offered a course entitled “Blockchain Fundamentals”,
on EdX.org in [111].

The National Security Agency in the USA has been funding efforts to develop educational materials in the areas sur-
rounding cybersecurity [105] and cryptography. Rao et al. started using the Raspberry-Pi to develop new course material
based on embedded systems, IoT and cybersecurity [84-86G]. The introduction of hands-on laboratory exercises was found to
significantly improve student interest, and engagement. A set of lab exercises to understand blockchain uses in IoT devices
was introduced recently. These exercises help students to develop a “security mindset”, which is important in the world of
cybersecurity [112].

6. Open issues and future directions

The current status of blockchain in IoT resembles the classic chicken-and-egg problem. Companies and individuals will
not use blockchain unless there is demonstrated value and an obvious return-on-investment. However, it is difficult to gen-
erate value unless a sufficient number of applications are deployed, and economies of scale have been established.

This indicates that a necessary milestone is that successful pilot projects are executed. Some areas where this is close
to happening is the accounting sector and retail applications. Walmart and IBM have reported that their food supply chain
project will exit the pilot phase in 2019 [67].

A challenge with deploying blockchain in the energy sector through decentralized smart meters is government regulation.
The developers of this technology may not be able to seamlessly scale and deploy this technology worldwide, as regulations
vary from country to country. Furthermore, energy transfer across international borders such as through an electric grid is
also highly regulated. For this reason, many blockchain startups in the field of energy are struggling to establish a viable
business model [71,74].

The promise of decentralized solutions to transactive energy are likely to be realized in the longer term, after a five-
year timeframe. This is because energy companies like ConEdison are first tackling lower complexity problems such as
automating internal business processes, and working with ESCOs (Energy supply companies) to integrate them seamlessly
into the energy supply chain. There is a more attractive return-on-investment and shorter term viability for such projects.
In addition, data exchange and privacy issues need to be resolved.

Enterprise blockchain is a potentially easier application of blockchain and IoT. The tracking of inventory is an important
problem. RFID tags have become popular in this space, and constitute an enabling technology [33]. Some RFID tags are
passive. It is possible to use active tags that can communicate with a server or peers and disclose the contents of a package.
Maersk Shipping is using blockchain for managing shipping of containers [54].

The issue of a private (or permissioned) versus public blockchain is important. Early adopters in the energy sectors
are finding out that a public blockchain (based on ether) is too expensive as a mechanism to pay for contracts. Hence,
many entities are using private implementations of ether so that they can control transaction costs [113]. Another potential
solution is to use intranets, as details for data sharing on public blockchains have yet to be worked out [114]. Hence, it is
easier to start with deployments on intranets first.

In the energy sector, the energy grid is actually private, as users need to be registered to connect to the grid. Hence a
private structure is appropriate for the energy grid. Furthermore, there are different latency expectations for applications
running at different portions of the energy grid. At the edge of the grid, transactions may need to be very fast. For instance,
negotiations may need to be conducted rapidly before a fuse is blown. However, the speed of transactions between two
substations could be slower as larger loads may not fluctuate as quickly. This implies that one can utilize two separate
blockchains with different latency requirements. These ideas need to be implemented and tested out, which necessitates a
significant amount of experimentation in real marketplaces.

Finally, a gray zone is that of legal enforcement of blockchain contracts. The legal framework needs to be expanded to
handle use cases based on blockchains, and this is a very new area [115]. The speed of technological advancement in this
area has been very fast, and the existing contract laws have not kept pace. This requires the cultivation of experts conversant
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both with the capabilities of blockchain and an understanding of the legal world. Hence, we need a regulatory sandbox for
business model development.

One of the implications of a blockchain enabled ecosystem is that accounting ledgers may need to be held on indefinitely.
In the case of IoT devices, this requires the accounting data to be offloaded from the IoT device to local or remote servers.
Some open questions are: at what level of detail should this data be collected and stored, and at what temporal frequency
(e.g. every millisecond, or second, or minute, or hour)? Though storage costs are shrinking rapidly, the solution providers
need to determine where and when this data is stored.

One relevant technology in this context is that of fog networks [22], where the multitude of devices in a connected home
pool their storage and computation resources together. There is a significant amount of unused storage and computation on
many IoT devices, including laptops, refrigerators, personal assistants such as Alexa, and cell-phones within a home. If the
capabilities within these devices are harnessed in a coordinated fashion, the limitation of a single device can be overcome.

Another aspect to keep in mind is that processing power, storage and memory size are all increasing according to Moore’s
law. So a solution that is not possible with today’s devices may become viable in the longer term. The underlying technology
can be developed and tested, and widespread deployment could possibly take a decade or more. This is a common theme
in the development of technologies such as the internet, which took a long time to develop, but exploded once it started
seeing wider adoption.

The granularity of IoT device participation in the blockchain is an important design issue. For instance, should a smart
thermostat be directly connected to the energy grid, or should it communicate data to a centralized server in the base-
ment of a home? The home server can then participate in blockchain transactions with other homes or the utility ser-
vice provider. This shows that total decentralization may not be necessary, where every single IoT device participates in
transactions.

The recent cyberattack [116] on IoT devices demonstrates the vulnerability of these devices. There are various levels at
which the IoT devices can be compromised, from totally disabling them to rigging them so false data is provided. For in-
stance, a thermostat can be hacked to provide wrong temperature values, which then has an adverse effect on the energy
grid. Hence there are many physical variables that are measured by IoT devices that are not part of the blockchain environ-
ment. This is a compromised situation that is outside end-to-end encryption channels or the security provided by blockchain
transactions.

Similarly, the trust that exists when you provided an expected service to another party is outside the scope of blockchain
transactions. The blockchain cannot verify that you actually provided the service that meets a service level agreement. This
is especially true in more complex transactions that may involve human labor.

The extraction of commercial value from the data generated by IoT devices has proven to be challenging. GE had high
expectations of creating a predictive analytics platform that utilized data from industrial IoT devices [54,117]. This did not
materialize as envisioned, and the reasons are complex, ranging from the core technical challenges to make this happen to
marketing issues. This has resulted in a scaling back of expectations and an extension of the time horizon. As a result, GE is
focusing on specific use cases rather than trying to build a generic platform. This case study is relevant to the broad issues
discussed in the current paper, as a cautious approach is likely to be used by the early adopters.

In the area of logistics and supply chain management, Kersten et al. [118] note that logistics companies, especially the
smaller and medium sized companies have very limited expertise in blockchains. Though companies such as Cargosmart
[55] are creating specialized offerings to fill this void, the larger logistics and shipping companies are reluctant to experiment
with newer technologies [53].

It is possible to establish provenance for expensive items like diamonds by using IoT devices to measure a wide range
of object features. The cost of the IoT devices can be justified in such a business solution. However, the use of IoT devices
in containers for perishable food items may take longer to get established. Even though IoT devices and sensors are getting
cheaper, retailers are constantly cutting costs and will be reluctant to utilize solutions without demonstrable cost savings
[119].

7. Conclusion

The number of IoT devices has increased greatly, and is accompanied by increases in processing power and 5G network-
ing speeds. Since it is becoming difficult to have centralized computational models in this environment, we are witnessing
a shift to decentralized models. There are additional requirements that users seek, including privacy, trust, and immutability
of stored information. These requirements can be met with blockchain technology. The intersection of IoT with blockchain
provides potential solution paths to existing problems with smart contracts, where the boundaries of cyber physical systems
need to be better defined. IoT sensors can verify information contained in smart contract clauses by providing continuous
measurements from the physical world. We examined three specific scenarios consisting of healthcare applications, sup-
ply chain applications and smart energy applications. In each of these scenarios we highlighted the interplay between IoT
devices and the blockchain. We also outlined several existing problems that need careful research. By advancing such re-
search, we expect that fruitful progress can be made in realizing the full potential of the confluence of IoT with blockchain
technology.
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